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Picturepark Privacy Policy 

Last changed: May 19, 2020 

 

This privacy policy (“Privacy Policy”) together with our Picturepark Cloud Agreement, AUP and any other documents referred to herein, 
governs the manner in which Vision Information Transaction AG and our Affiliates (collectively “We”, “us” or “our”) collect, uses, maintains 
and discloses any data including personal data (“Data”) provided by you (“you”, “your”, “User”) through your use of our websites, products and 
services (“Services”).  

Please read the following carefully to understand our views and practices regarding your Data and how we will treat it. By using our Services 
you are accepting and consenting to the practices described in this Privacy Policy. If you do not agree to this Privacy Policy, please do not use 
our Services. Your continued use of the Services following the posting of changes to this Privacy Policy will be deemed your acceptance of 
those changes. 

For the purpose of the Swiss Data Protection Act 1992 and the General Data Protection Regulation (EU) 2016/679 (“Law”), the data controller 
is Vision Information Transaction AG registered in the Swiss commercial register under number CHE-105.440.683. 

 

Data we may collect  

We may collect Data from you in a variety of ways. 

Data you give us. When you visit our Services, register with our Services, submit sales queries, place an order, submit support queries, 
subscribe to a newsletter, respond to a survey, fill out a form, and in connection with other activities, services, features or resources we make 
available, you give us Data about you. You may be asked for, as appropriate: 
  

• name, email address and other personal data and information.  
 
You may, however, visit some of our Services anonymously. We will collect personal data from you only if you voluntarily submit such Data to 
us. You can always refuse to supply personal data, except that it may prevent you from using certain Services or engaging in certain Service-
related activities. 
 
Data we collect from you. We may automatically collect Data about you whenever you interact with our Services. Such Data may include:  

▪ technical data, including the Internet protocol (IP) address used to connect your computer to the Internet, your login data, browser 
type and version, the type of device, the operating system and platform used, time zone setting, browser plug-in types and versions 
and other similar data. 

▪ data about your visit, including the full Uniform Resource Locators (URL) clickstream to, through and from our Services (including 
date and time); data you viewed or searched for; page response times, download errors, length of visits to certain pages, page 
interaction data (such as scrolling, clicks, and mouse-overs), and methods used to browse away from the page and any phone 
number used to call our customer service number. 

▪ data about your use of our products, including the full Uniform Resource Locators (URL) clickstream to, through and from our 
products (including date and time); data you viewed, searched for, created, altered, deleted, exchanged or otherwise interacted with; 
recipient data of individuals or companies you contacted or with whom you exchanged data via the Services; third party sites, 
products, services and content you connected with; and any other activities of you that we track for providing you the Services. 

 
Data we receive from other sources. We may receive Data about you if you use any of the other Services we operate or provide. In this case 
we will have informed you when we collected that Data that it may be shared internally and combined with Data collected from these 
Services. We are also working closely with third parties (including, for example, business partners, sub-contractors in technical, payment and 
delivery services, advertising networks, analytics providers, search data providers, credit reference agencies) and may receive data about you 
from them. 

Use of Cookies 

Our Services use “cookies” to distinguish you from other Users of the Services. This is required to provide you certain Services, helps to 
enhance the User experience when using the Services and also allows us to improve the Services.  
 
Cookies are small text files that are placed on your computer by websites that you visit. Your web browser places cookies on your hard drive 
for record-keeping purposes and sometimes to track Data about you. Cookies are widely used in order to make websites work, or work more 
efficiently, as well as to provide Data to the owners of the websites. 
 
We use persistent cookies and session cookies in our Services. We use persistent cookies to save your login Data for future logins to the 
Services. We use session cookies to enable certain features of the Services, to better understand how you interact with the Services and to 
monitor aggregate usage by Users and web traffic routing on the Services. Unlike persistent cookies, session cookies are deleted from your 
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computer when you log off from the Services and then close your browser. 
 
Our Cookie Policy published on www.picturepark.com/terms/cookies explains the cookies we use and why we use each of them. 
 
You may choose to set your web browser to refuse cookies, or to alert you when cookies are being sent. If you do so, note that some Services 
may not function properly for which we cannot be held responsible. 
 
To find out more about cookies, including how to see what cookies have been set and how to manage and delete them, 
visit www.aboutcookies.org or www.allaboutcookies.org. To opt out of being tracked by Google Analytics across all websites visit 
tools.google.com/dlpage/gaoptout. 

Use of your Data 

We use Data held about you for the following purposes: 

Data you give to us. We will use this Data: 

▪ to carry out our obligations arising from any agreements entered into between you and us; 

▪ to provide you with the information and Services that you request from us; 

▪ to process orders and enable us to provide Services related to orders;  

▪ to enable you or other permitted users of our products to search, view, store and exchange Data using our products; 

▪ to enable us, you or other permitted users of our products to see your activities for use of the products and auditing your and other 
user’s compliance in using the products;  

▪ to run a promotion, contest, survey or other Services features; 

▪ to send you information you have agreed to receive about topics we think will be of interest to you; 

▪ to provide you, or permit selected third parties to provide you, with information about goods or services we feel may interest you;  

▪ to notify you about changes to our Services and agreements where we have agreed to do so; 

▪ to verify your identity and compliance with permitted use of the Services; 

▪ to ensure that content from our Services is presented in the most effective manner for you and for your devices. 

Data we collect about you. We will use this Data: 

▪ to personalize the User experience via our Services; 

▪ to enable you or other permitted users of our products to search, view, store and exchange Data using our products; 

▪ to enable us, you or other permitted users of our products to see your activities for use of the products and auditing your and other 
user’s compliance in using the products;  

▪ to improve customer service to enable us to better respond to your customer service and support requests; 

▪ to improve our Services to ensure that content is presented in the most effective and user-friendly manner for you and your devices; 

▪ to improve our Services by using feedback you provide or usage statistics we collect;  

▪ to allow you to participate in interactive features of our Services which you choose to do so; 

▪ to administer our Site and for internal operations, including troubleshooting, analysis, testing, research, statistical and survey 
purposes; 

▪ as part of our efforts to keep our Services safe and secure and for investigating and resolving malfunctions and security incidents; 

▪ to measure or understand the effectiveness of advertising we serve to you and others, and to deliver relevant advertising to you; 

▪ to make suggestions and recommendations to you and other Users of our Services about goods or services that may interest you 
or them.  

Disclosure of your Data  

We do not disclose, sell, trade, or rent your Data to third parties except as you direct, or as described in this Privacy Policy or other 
agreements related to our Services which you decided to use.  
 
Data we share with third parties. We may share your Data with selected third parties including:  

▪ business partners, suppliers and sub-contractors for the performance of any agreement we enter into with them or you; 

▪ our data processors used for providing you our products such as our Cloud Service and related professional services such as 
technical support. We have corresponding agreements in place with our data processors to ensure that they safeguard your Data; 

▪ trusted partners when dealing with sales, service and information requests; 

▪ third party sub-processors to help us operate our business e.g. by providing us collaboration and communication infrastructure, 
support ticketing and remote presentation tools, sending out newsletters or surveys, or hosting your Data and providing you with 
support; 

▪ credit reference agencies for the purpose of assessing your credit score where this is a condition of us entering into a contract with 
you. 
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▪ third parties for the purpose of improving our Services that receive anonymous data not linked to any personal data or particular 
customer; 

▪ advertisers and advertising networks that require the Data to select and serve relevant adverts to you and others. We do not 
disclose Data about identifiable individuals to our advertisers, but we may provide them with aggregate or pseudonymized data 
about our Users and their use of our Services. We may make use of limited personal data we have collected from you to enable us 
to comply with our advertisers' wishes by displaying their advertisement to that target audience; 

▪ analytics and search engine providers that assist us in the improvement and optimisation of our Services; 

Data we disclose to third parties. We may disclose your Data to third parties:  

▪ in the event that we sell or buy any business or assets, in which case we may disclose your Data to the prospective seller or buyer 
of such business or assets; 

▪ if we or substantially all of our assets are acquired by a third party, in which case Data held by it about its customers will be one of 
the transferred assets; 

▪ if we are under a duty to disclose or share your Data in order to comply with any legal obligation, or in order to enforce or apply any 
of our contracts and agreements; or to protect our rights, property, safety, our customers or others. This includes exchanging Data 
with other companies and organisations for the purposes of fraud protection and credit risk reduction. 

Where we store Data 

We generally store all Data in the European Economic Area ("EEA"), the UK, the United States (USA) and/or Switzerland (CH).  

The Data that you submit to us or we collect from you may however be transferred to, and stored at, a destination outside your country of 
operation or the EEA. It may also be processed by staff operating outside the EEA who work for us or for one of our suppliers.  

Such staff maybe engaged in, among other things, the fulfilment of your order, the processing of your payment details, answering your sales 
queries or the provision of support services. By submitting your Data, you agree to this transfer, storing or processing outside of the EEA. We 
will take all steps reasonably necessary to ensure that your Data is treated securely and in accordance with this Privacy Policy and other 
agreements we have entered into with you.  
 
You understand and acknowledge that we do not control who accesses our Services and where you or your Users access or exchange Data 
from and to, via which locations the Data is transmitted and where it might be stored. Our Services are accessible via the internet and may 
potentially be accessed by anyone authorised to use the Services around the world. Other Users may access the Services from outside your 
country of operation.  

This means that where you chose to register with our Services or process your Data to our Services, it could be accessed by permitted users 
from anywhere around the world and therefore a transfer of your Data outside of your country of operation may be deemed to have occurred. 
You consent to such transfer of your Data for and by way of this purpose. 

EU- US and Swiss-US Privacy Shield Framework 

This section of the Privacy Policy only applies to your personal data where it is transferred outside of the EEA to Vision Information 
Transaction Inc. (a fully owned subsidiary of the Swiss parent company Vision Information Transaction AG) in compliance with the EU-US 
Privacy Shield Framework and the Swiss-US Privacy Shield Framework. 

Vision Information Transaction Inc. complies with the EU-U.S. Privacy Shield Framework and Swiss-U.S. Privacy Shield Framework as set 
forth by the U.S. Department of Commerce regarding the collection, use, and retention of personal data transferred from the European Union 
and Switzerland to the United States. Vision Information Transaction Inc. has certified to the Department of Commerce that it adheres to the 
Privacy Shield Principles. If there is any conflict between the terms in this Privacy Policy and the Privacy Shield Principles, the Privacy Shield 
Principles shall govern. To learn more about the Privacy Shield program, and to view our certification, please visit 
https://www.privacyshield.gov.  

In compliance with the Privacy Shield Principles, Vision Information Transaction Inc. commits to resolve complaints about our collection or 
use of your personal data. EU and Swiss individuals with inquiries or complaints regarding our Privacy Shield policy should first contact Vision 
Information Transaction Inc. via Data Protection Officer (DPO). If you as such individual would like to invoke binding arbitration then you must 
take the steps as per Annex I: Section C of the Privacy Shield Principles found online on https://www.privacyshield.gov/article?id=ANNEX-I-
introduction. 

Vision Information Transaction Inc. has further committed to cooperate with the panel established by the EU data protection authorities 
(DPAs) and the Swiss Federal Data Protection and Information Commissioner (FDPIC) with regard to unresolved Privacy Shield complaints 
concerning personal data transferred from the EU and Switzerland. 

Investigation & Enforcement. The Federal Trade Commission has jurisdiction over Vision Information Transaction Inc.’s compliance with the 
Privacy Shield. 

Liability For Onward Transfers to Third Parties. Vision Information Transaction Inc. shall be liable for any of its breaches of the Privacy Policy 
caused by the acts and omissions or gross negligence of our business partners, suppliers, sub-processors and sub-contractors with whom 
we have shared your personal data, to the same extent Vision Information Transaction Inc. would be liable if performing the services of each 
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business partner, supplier, sub-processor and sub-contractor directly under the terms of the Privacy Policy. Individuals (data subjects) shall 
not be entitled to recover more than once in respect of the same claim. We ensure that such third parties process personal data received 
under the Privacy Shield in a manner consistent with our obligations under the Privacy Shield Principles. 

Disclosure to Public Authorities. Vision Information Transaction Inc. may need to disclose personal data in response to lawful requests by 
public authorities, for law enforcement or national security reasons. 
 

Protection of Data 

All Data you provide to us is stored on our secure servers and we use encryption technology for transferring Data where possible and required 
by industry standards.  

Where we have given you (or where you have chosen) a password which enables you to access certain parts of the Services, the password 
will be stored in encrypted form but you are responsible for keeping this password confidential and we ask you not to share any password 
with anyone. 
 
Unfortunately, the transmission of data via the Internet is not completely secure. Although we take state of the art measures to protect your 
Data, we cannot guarantee the security of your Data transmitted using our Services; any transmission is at your own risk. We will always use 
strict procedures and security features to try to prevent unauthorised access to your Data when it is processed using our Services. 

Your Rights 

Consent. You have the right to ask us not to process your Data for marketing purposes. We will usually inform you (before collecting your 
data) if we intend to use your Data for such purposes or if we intend to disclose your Data to any third party for such purposes. You can 
exercise your right to prevent such processing by checking certain boxes on the forms we use to collect your Data. You can also exercise the 
right at any time by contacting us at the address given at the end of this Privacy Policy. 

You can unsubscribe from all our automated electronic communication with you for sales and marketing purposes by following the 
unsubscribe instructions at the bottom of each email or by contacting us via our Services contact options. 

For certain Services such as our products and where you have entered into corresponding agreements, we will be obliged to inform you about 
changes to the Services such as new product versions or product features, new terms and conditions, certain issues limiting your use of the 
Services such as bugs, planned maintenance windows or unexpected unavailability of the Services, or to verify your identity for use of the 
Services or responding to your support queries. We will contact you by electronic means (e-mail or SMS) or via phone calls. If you 
unsubscribe from receiving such information you must stop using the Services, or we may not be able to contact you for the purpose of 
fulfilling our contractual obligations.  

Right to rectification, deletion and data export. We permit you to rectify, delete or export Data you have provided to us or we have collected 
about you, subject to the conditions of our other agreements with you and the provisions set out below. Any requests for rectification, 
deletion or export of Data we receive from users where you are the data controller will be forwarded to you to deal with. If you fail to act upon 
any forwarded request, we reserve the right to delete Data in order to comply with our obligations under applicable law.  

You may rectify, delete or export Data that you have provided to us by using our website or registering to use Services and providing such 
additional information where applicable. If you would like to gain access to, or request rectification, deletion or export of your Data we have 
collected as "data controllers," please contact us as set out at the end of this Privacy Policy. We will respond to such queries within 30 days. 

We have no direct relationship with any individuals with whom you may interact when using the Services. Any such individual seeking access 
to, or who would like to rectify, delete or export data which may be stored by us should direct any query to You acting as the "data controller" 
for such Data. We will rectify, delete or export any Data placed in your account within 30 days of receiving a valid request, the deletion of data 
being subject to data retention policies as defined below. 

Data Retention. We retain Data for as long as we provide access to the Services to you, your account remains open or we have an active 
relationship. However, we may keep some Data after your account is closed or you cease using the Services for the purposes set out below. 

After you have closed your account, or ceased using the Services or we have no more active relationship for a period of at least five years, we 
usually delete Data within 12 months, however we may retain Data where reasonably necessary to comply with our legal obligations 
(including law enforcement requests), meet regulatory requirements, maintain security, prevent fraud and abuse, resolve disputes, enforce our 
Terms and Conditions, AUP, for backup purposes, or fulfil your request to “unsubscribe” from sending you further information.  

We may retain anonymized data after your account has been closed or you have ceased using the Services for a period of at least five years. 

Complaints: If you have any complaints about our use of your Data please contact us as set out at the end of this Privacy Policy or you may 
contact our supervisory authority which is the Swiss Federal Data Protection and Information Commissioner (FDPIC). 

Third party websites, content and integrated Services 

You may find other content such as advertising or references provided through our Services that link to sites, products and services of our 
customers, partners, suppliers, advertisers, sponsors, licensors and other third parties.  
 
Such links to sites, products or services, including their content, products and links, even if firmly integrated into our Services, may be 
constantly changing and might be provided under their own terms and privacy policies that are different from ours. We are not responsible for 
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the sites, products and services including all content, changes or updates of any such third parties. Please check the corresponding third 
party’s terms and policies before you use and submit any Data to these third party sites, products and services. 

Access to Data 

The Law gives you the right to access data held about you. Your right of access can be exercised in accordance with the Law. Any access 
request may be subject to a fee to meet our costs in providing you with details of the data we hold about you, where this is permitted under 
applicable Law. 

Age of Users 

The Services are not intended for and shall not be used by anyone under the age of 18. 

Changes to this privacy policy 

We have the discretion to update this Privacy Policy at any time. When we do, we will only revise the update date on this page and send email 
notifications to all subscribers of the mailing list provided on www.picturepark.com/terms, all such email notifications deemed received when 
sent.  
 
We encourage Users to frequently check this page for any changes to stay informed. You acknowledge and agree that it is ultimately your 
responsibility to review this Privacy Policy periodically and become aware of modifications.  

Contacting us 

If you have any questions about this Privacy Policy, the practices of these Services, or your dealings with these Services, please contact us at: 
 
Vision Information Transaction AG  
Industriestrasse 25 
CH-5033 Buchs, Switzerland 
legal@picturepark.com  
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